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“The name you can Trust”

PUBLIC NOTICE

Date: 20 March 2025
Subject: Security Notice: Heera Group’s Official YouTube Channel Compromised

This is to inform all our members and the general public that the official YouTube channel of Heera
Group has been illegally hacked and taken over by Mohammed Akheel Alias Adil S/o Mohammed
Bahaddur, aged 32 years and Mohammed Muneeb Khan Alias Abdullah S/o Shafiulla Khan Aged
31 years, from 1-Help Technology and Software Solutions Pvt Ltd., who were earlier engaged as
IT service providers for the company. These individuals have committed a severe breach of
contract and a criminal cyber offense by unlawfully accessing and seizing control of our digital
property.

They are now misusing the platform and have even issued threats to the company, with malicious
intentions to harm the reputation and trust of Heera Group. Their actions fall under serious
cybercrimes, including hacking, identity theft, cyberstalking, and misuse of digital platforms, as
outlined under Indian cybercrime laws.

Public Advisory:

* Do Not Trust Any Videos or Posts - All content currently being uploaded, edited, or shared
from the compromised YouTube channel is not authorized by Heera Group.

* Do Not Interact or Engage - Avoid clicking on links, responding to messages, or commenting
on the videos or posts from the channel until further notice.

¢ Beware of Misinformation - Disregard any updates, community posts, promotional offers, or
financial appeals through this channel.

* Report Misuse Immediately - |f you notice any suspicious or misleading content, kindly report
it to YouTube and inform our team.

* Rely Only on Official Platforms - Visit our verified corporate website
https://heeragroupbackoffice.biz and authenticated social media handles for genuine
information.

Disclaimer:

From the date of this notice, Heera Group will not acknowledge or be responsible for any videos or
posts (including community posts) published on the hacked YouTube channel. The channel is not
under our control, and anything shared there does not represent our views or messages.

We are actively working with legal authorities and cybersecurity experts to take action against the
offenders and to recover our YouTube channel.

Heera Group remains committed to transparency, security, and the trust of our valued members.
We appreciate your cooperation and vigilance during this time. Further updates will be provided
through our official channels. i

For any queries or to report concerns, please contact info@heeragroupbackoffice.biz.
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Account recovery

To help keep your account safe, Google wants to make sure it's
really you trying to sign in

@ nowherashaikl@gmail.com ~

Account recovery

To help keep your account safe, Google wants to make sure it’s
really you trying to sign in

@ nowherashaik1@gmail.com ~

Account recovery

To help keep your account safe, Google wants to make sure it’s
really you trying to sign in

@ nowherashaiki@gmail.com -~

Confirm the phone number you provided in your security settings:
=75

Try another way

Confirm the phone number you provided in your security settings:
«+58

Try another way m

Your recovery email recently changed

If you still use your previous recovery email ong«++++++-@gmail.com
Google can send you a code to sign in. Confirm the email address to get
the code.

Enter recovery email address

Try another way




Couldn’t sign you in

E} nowherashaiki@gmail.com ~

Account recovery

To help keep your account safe, Google wants to make sure it’s
really you trying to sign in

@ nowherashaiki@gmail.com ~

You didn’t provide enough info for Google to be sure this account is
really yours. Google asks for this info to keep your account secure.

If possible, when signing in:

. Answer as many questions as you can
-

If your account is managed with Family Link, we've sent an email to your
parent to change your password.

More tips to recover your account

Choose how you want to sign in:

[ Get a verification code at nowherashaiki@gmail.com
Get a verification code at nows+++s++++«@gmail.com

Try another way to sign in




	Heera Group Public Notice - 20 March 2025 (1)
	anne

